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BORANG PENCALONAN ALGORITMA ALGORITMA KRIPTOGRAFI BARU (AKBA)
New Cryptographic Algorithm (AKBA) Nomination Form
SENARAI ALGORITMA KRIPTOGRAFI TERPERCAYA NEGARA (MySEAL 2.0)
	MAKLUMAT PENCALONAN
Nomination Information

	· Individu
Individual
	· Organisasi
Organisation




A. MAKLUMAT PENCALON
Nominator’s Information
	MAKLUMAT PENCALON
Nominator’s Information

	NAMA PENCALON UTAMA
Principal Nominator’s Name
	


	NO TELEFON PEJABAT
Office Tel No
	


	NO TELEFON MUDAH ALIH
Mobile No
	


	NO FAKSIMILI
Fax No
	


	ALAMAT E-MEL
E-mail Address
	


	ALAMAT SURAT MENYURAT 
Postal Address
	





	NAMA PENCALON TAMBAHAN
(jika berkenaan)
Name of Auxiliary Nominator(s) 
(if any)
	





	NAMA PEREKA CIPTA / PEMBANGUN ALGORITMA
Name of Algorithm Inventor(s) / Developer(s)
	





	NAMA PEMILIK ALGORITMA  
(jika berlainan daripada penyerah utama)
Name of Algorithm’s Owner 
(if different from the nominator)
	



	TANDATANGAN PENCALON
Signature of Nominator
	








	MAKLUMAT ORGANISASI (untuk serahan organisasi sahaja)
Organisation Information (for organisation submission only)

	ORGANISASI
Organisation 
	




	ALAMAT 
Address
	






B.  MAKLUMAT ALGORITMA
     Algorithm Information

	NAMA ALGORITMA
Name of algorithm
	

	PRIMITIF ALGORITMA KRIPTOGRAFI
Cryptographic Algorithm Primitive
	· Block Cipher
· General-Purpose Block Cipher
· Lightweight Block Cipher
· Stream Cipher
· Synchronous stream cipher
· Self- Synchronous stream cipher
· Asymmetric Digital Signature
· Classic Hard Problem Digital Signature Scheme
· Stateful Hash-Based Signature Scheme
· Asymmetric Encryption
· Encryption Scheme
· Key Agreement Scheme
· Cryptographic Hash Function
· General-Purpose hash function
· Lightweight hash function
· Cryptographic Prime Number Generation Primitive
· Deterministic Random Bit Generator Primitive

	CADANGAN TAHAP KESELAMATAN 
Proposed Security Level
	· 40 bits
· 80 bits
· 128 bits
· 192 bits
· 256 bits
· Lain-lain. Sila nyatakan. 
Other(s). Please specify.
 _______________________

	CADANGAN PLATFORM
Proposed Environment
	· Perkakasan/Hardware
· Perisian/Software
· Firmware 
· Hybrid software
· Hybrid firmware




C. MAKLUMAT TAMBAHAN
    Additional Information

	PENGGUNAAN
Implementation
	Sila nyatakan. 
Sebagai contoh: Bluetooth, Global System for Mobile communications (GSM), Radio-Frequency Identification (RFID), Smart cards


______________________________________________

______________________________________________









D. PENYATAAN PENCALON
    Statement by the Nominator 

1. Nomination statement
· I/We do hereby understand that my/our submitted algorithm may not be selected for inclusion in MySEAL 2.0. I/We also understand and agree that after the close of the submission period, my/our submission may not be withdrawn. I/We further understand that I/we will not receive financial compensation from MySEAL 2.0 initiative for my/our nomination. 

2. Statement that there are no hidden weaknesses in the algorithm design
· I/We certify that, to the best of my knowledge, I/we have fully disclosed there are no hidden weaknesses in my/our algorithm.  
· I/We hereby enclose information on the known weaknesses of my/our algorithm [………………………………………………… (file/attachment name)]

3. Intellectual Property Statement for the Submission of ………………………………………………… [name of algorithm] to the MySEAL 2.0 Initiative
· ………………………………………………… [Nominator] currently has patents pending / has not filed for patents on the ………………………………………………… [name of algorithm]. The ………………………………………………… [name of algorithm] is provided royalty-free for commercial and non-commercial use in non-embedded applications. Licenses for use of the ………………………………………………… [name of algorithm] in embedded applications may be obtained from ………………………………………………… [name]. Aside from legal restrictions applying to encryption algorithms (if any), these licenses will be issued on a non-discriminatory basis. We will undertake to update the MySEAL Secretariat when necessary.

	Diserahkan oleh (Tandatangan & Cop):
Submitted by (Signature & Stamp):

Tarikh:
Date:
	Diterima oleh (Tandatangan & Cop):
Received by (Signature & Stamp):

Tarikh:
Date: 




SENARAI SEMAK
Checklist
	Bil
No
	Perkara / Dokumen diperlukan
Document(s) needed
	Disertakan oleh Pencalon (√)
Supplied by Nominator (√)
	Disemak oleh Penerima (√)
Checked by Receiver (√)
	Catatan
Notes

	1
	Profil Syarikat
Company Profile
	
	
	

	2
	Laporan analisis 
Analysis Report

a) General-Purpose Block Cipher
· Linear cryptanalysis
· Differential cryptanalysis
· Ujian statistik NIST 
NIST statistical tests
· Vektor ujian
Test vectors 
(Number of keys: - at least 3 for each key size, number of plaintext-ciphertext pairs: - at least 3 for each key size, processing sample must be in ECB mode with bit ‘0’ padding, and intermediate output for each round).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

b) Stream Cipher
· Algebraic attack
· Correlation attack
· Distinguishing attack
· Guess-and-Determine attack
· Ujian statistik NIST 
NIST statistical tests
· Vektor ujian
Test vectors 
(Number of keys: - at least 3 for each key size, number of Initialisation Vectors: - at least 3 for each key size, length of keystream: - 256 bits, and internal state after generating 256 keystream bits).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________


c) Asymmetric Digital Signature
· Hard Mathematical Problems and assumptions
· Security Model and it's proof
· Vektor ujian
Test vectors 
(Number of key pair: - at least 3 key pairs, and number of processing samples for each key pair: - at least 2 samples).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

c) Asymmetric Encryption
· Hard Mathematical Problems and assumptions
· Security Model and it's proof
· Vektor ujian
Test vectors 
(Number of key pair: - at least 3 key pairs, and number of processing samples for each key pair: - at least 2 samples).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

d) Cryptographic Hash Function
· Pre-image resistance
· Second pre-image resistance
· Collision resistance
· Vektor ujian
Test vectors 
(Number of samples for each data size: - at least 3 samples, and intermediate state value for each round).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

e) Cryptographic Prime Number Generation Primitive 
· Probabilistic Prime Generators 
· Deterministic Prime Generators 
· Distinguishing Carmichael numbers from prime numbers 
· Generation of pseudo primes samples from the generator 
· Ujian statistik NIST 
NIST statistical tests 
· Vektor ujian
Test vectors 
(Sizes of prime: - Minimum of 512 bits, and number of seeds for each prime size: - 3 seeds (minimum of 128 bits)).
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

f) Deterministic Random Bit Generator Primitive
· DRBG based on asymmetric methodologies
· DRBG based on symmetric methodologies
· DRBG not based on asymmetric or symmetric methodologies
· Ujian statistik NIST 
NIST statistical tests 
· Lain-lain. Sila nyatakan.
Other(s). Please specify.
______________________

	
	
	

	3
	Laporan prestasi algoritma mengikut keupayaan perkakasan dan/atau perisian
Implementation and performance analyses on hardware and/or software
	
	
	

	
4
	Laporan reka bentuk 
Justification on design principles
	
	
	

	5
	Vektor ujian
Test vectors 
	
	
	

	6
	Penyata / perjanjian / pendedahan Harta Intelek
Intellectual Property statements / agreements / disclosures
	
	
	




















[bookmark: _Toc456727445][bookmark: _Toc456728049][bookmark: _Toc456729084][bookmark: _Toc456733271][bookmark: _Toc456736690][bookmark: _Toc456736742][bookmark: _Toc139895449]INSTRUCTIONS FOR NOMINATION

1. All nominations should be in either Bahasa Melayu or English and should be supplied in both paper and electronic forms. The electronic form should be in read-only format.
2. [bookmark: _Toc456727444][bookmark: _Toc456728048][bookmark: _Toc456729083][bookmark: _Toc456733270][bookmark: _Toc456736689][bookmark: _Toc456736741][bookmark: _Toc456727441][bookmark: _Toc456728045][bookmark: _Toc456729080][bookmark: _Toc456733267][bookmark: _Toc456736686][bookmark: _Toc456736738]The nomination should be sent in two separate media drives. The first media drive contains the Intellectual Property statement and the cover sheet with the following information:
a) Nomination information, either individual or organisation
b) Principal submitter’s name, office telephone number, mobile number, email address and postal address
c) Name(s) of auxiliary submitter(s) (if any)
d) Name of algorithm’s inventor(s)/developer(s)
e) Name of algorithm’s owner (if different from the submitter)
f) Signature of submitter
g) Organisation information (for organisation nomination only)
h) Algorithm’s name
i) Type of submitted algorithm, proposed security level and proposed environment.
3. [bookmark: _Toc456727442][bookmark: _Toc456728046][bookmark: _Toc456729081][bookmark: _Toc456733268][bookmark: _Toc456736687][bookmark: _Toc456736739][bookmark: _Toc456727443][bookmark: _Toc456728047][bookmark: _Toc456729082][bookmark: _Toc456733269][bookmark: _Toc456736688][bookmark: _Toc456736740]Second media drive (and any subsequent discs) contains algorithm specification and supporting documentation and implementations and test values.
4. Every media drive must be uniquely labelled. Every media drive must contain a text file labelled “README,” listing all files included on the media drive with a brief description of the content of each file. Both paper nomination and media drive should be in one sealed package and labelled as described in ANNEX A. 
5. The nomination should arrive at the following address:
Sekretariat MySEAL
CyberSecurity Malaysia,
Level 7, Tower 1,
Menara Cyber Axis,
Jalan Impact,
63000 Cyberjaya,
Selangor Darul Ehsan,
Malaysia.
An acknowledgement will be sent by email within three (3) working days of receipt.
6. Any general questions can be forwarded to . Answers to relevant questions will be posted at https://mykripto.cybersecurity.my/index.php/services/myseal. 


ANNEX A

LABEL GUIDELINE FOR NOMINATION PACKAGE OF MySEAL 2.0 INITIATIVE


PACKAGE FRONT

			Nomination Code 
Write this code on your package



Sekretariat MySEAL
CyberSecurity Malaysia,
Level 7, Tower 1,
Menara Cyber Axis,
Jalan Impact,
63000 Cyberjaya,
Selangor Darul Ehsan,
Malaysia.

CDD- NCA-01




Individual or organisation name and email address





Address
The official address for nomination				      Nominator’s Information
Write down the nominator or organisation name and email address



- END OF DOCUMENT -
CD-3-FRM-4124-Penyerahan AKBA MySEAL 2.0-V1
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