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CyberSecurity Malaysia Establishes Malware Research Centre
Centre to conduct coordinated research, development and public service incident resolution to mitigate growing threat of malware 
KUALA LUMPUR, 25 November – CyberSecurity Malaysia -- a Ministry of Science, Technology and Innovation (MOSTI) agency in charge of the nation’s cyber security including running the Cyber999 Help Centre, has established the CyberSecurity Malaysia Malware Research Centre, designated as the premier malware research centre in the country.

Speaking at a media briefing and tour of CyberSecurity Malaysia’s headquarters, YB Tuan Haji Fadillah Bin Yusof, Deputy Minister of Science, Technology and Innovation (MOSTI) said: “As is often said today, computer security is now very much a social issue affecting Malaysians from all walks of life which has gone beyond the technical or cyber sphere issue. With 16.5mil Malaysian Internet users and growing, the threat of malware has social, financial and emotional repercussions and I am pleased that CyberSecurity Malaysia has taken a proactive step to strengthen their research and development initiatives by establishing the Malware Research Centre.”
Malware or malicious code/software is purposely designed to infiltrate or damage a computer system without the owner's knowledge informed consent. The definition of malware includes computer viruses, worms, bots, trojan horses, rootkits, spyware, crimeware, and many other types of unwanted programmes. In an increasingly interconnected world, it is one of the biggest security threats for users of the Internet today. 

The CyberSecurity Malaysia Malware Research Centre’s objective is to ensure that Malaysians are adequately prepared and protected from malware. Left unchecked, malware can compromise a user’s confidential information, expose their internet activities to scrutiny and/or turn their computers into zombies for launching denial of service (DoS) attacks.

The centre’s activities revolve around researching the better techniques to detect and mitigate the threat of malware; threat analysis and investigation of new, emerging malware; advisories and alerts on malware information and scientific collaboration with local and international partners; and the development of expertise to enhance the nation’s capabilities to deal with malware.

CyberSecurity Malaysia statistics from January to October 2009 (source: www.mycert.org.my) shows that for the first ten months of this year, the reported number of cyber incidents have increased 87 per cent compared to the whole of last year with close to 3,000 security incidents being handled. Out of these figures, reported malware incidents account for 7.6 per cent, or 225 of the total reported incident cases. However, the small percentages do not reflect the number of computers, based on their IP addresses, which MyCERT (Malaysia Computer Emergency Response Team) has notified for being infected with malicious software. In October 2009 for instance, MyCERT had handled more than 87,000 unique IP addresses that has been infected with malware. 

CyberSecurity Malaysia Chief Executive Officer, Lt. Col. Husin bin Jazri (Retired) said: “We also need to bear in mind that these are only the reported incidents; for every reported incident we receive via our Cyber999 Help Centre, there are many more cases that go unreported. This is why it is crucial that we enact initiatives that strive to collectively make Malaysians more computer-security and cyber-security conscious.”

Alongside these trends, more Malaysians every day are becoming more and more exposed to the somewhat ‘established’ security issues of phishing or identity theft and web defacements to the newer concerns of an increasingly socially connected world such as cyber-bullying, cyber-stalking and even online addiction.

“Since Malaysians are no longer newbies to the world of the Internet, it is high time that we take responsibility for our fundamental right to internet access by getting educated on cyber threats and how we can avoid becoming victims of cyber crime,” Lt. Col. Husin added.

As part of its awareness activities for this year, CyberSecurity Malaysia is taking the lead on this year’s World Computer Security Day (WCSD) 2009 which falls on 30 November 2009. WCSD is an annual event observed worldwide that was started in 1988 by the non-profit Association for Computer Security Day to help raise awareness of computer related security issues. This year marks the first time WCSD is being observed in a big way in Malaysia.

Themed “Computer Security is Everyone’s Responsibility”, WCSD 2009 in Malaysia involves several events and initiatives hosted by CyberSecurity Malaysia in the months of November and December designed to communicate how individual users are responsible in protecting information assets and resources, and practicing safe computing. These include the INFOSECURITY.my seminar, FIRST-TC seminar, launch of the new CyberSecurity Malaysia Malware Centre and commencement of the first ASEAN Youth Cyber Volunteers course.

Malaysian netizens who are victims of computer security breaches or any illegal activity in cyberspace are encouraged to refer the incident to the Cyber999 Help Centre by calling 1-300-2999, e-mail : cyber999@cybersecurity.my, or filling up an online report at www.cybersecurity.my or www.mycert.org.my.

/END/

About CyberSecurity Malaysia
CyberSecurity Malaysia is the national cyber security specialist centre under the purview of the Ministry of Science, Technology and Innovation (MOSTI), Malaysia. The services include:

· Digital Forensics / CyberCSI™

· Malaysia’s Computer Emergency Response Team (MyCERT) / Cyber999™

· Security Management and Best Practices 

· Security Assurance

· Malaysia Common Criteria Certification Body (MyCB)

· Cyber Security Training and Professional Certification 

· Outreach, Awareness, and Social Responsibility Programmes

· Cyber Security Policy and Legal Research

For more information about CyberSecurity Malaysia, please visit website at www.cybersecurity.my. To report cyber incidents such as harassment, fraud or intrusion to our Cyber999™ service, you may email to cyber999@cybersecurity.my or call 1-300-88-2999.
Issued on behalf of CyberSecurity Malaysia by communication consultancy Hill & Knowlton. For more information on our clients and CyberSecurity Malaysia media release/pictures, please visit www.cybersecurity.my or contact CyberSecurity Malaysia’s Mohd Shamil Mohd Yusoff and Sandra Isnaji (+603.8946.0999 ext 0895/0867 or shamil@cybersecurity.my / sandra@cybersecurity.my) 
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